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Introduction
3GPP specified the CAPIF(Common API Framework) in Rel-15 to provide a framework for accessing 3GPP northbound APIs. To enhance CAPIF, the "SNAAPP(Application Enablement Aspects for Subscriber-aware Northbound API Access)" work item in Rel-18 specifies the authorization of API invokers when  access to protected resources are granted by resource owners (e.g., UE users or an MNO subscribers) and the APIs are invoked. In SA6, it has been defined that 'SNAAPP' should be referred to as 'RNAA (Resource owner-aware Northbound API Access).
Requirements of SA1 in 3GPP TS 22.261 [1] specified to authenticate and authorize 3rd parties and UEs for secure access to APIs and information sharing, to protect the confidentiality of user personal information, and provide network information. Specifically, it should allow the UE to provide/revoke consent for sharing information (e.g., location, presence) with the third-party.
3GPP TR 23.700-92 [2] Figure 6.2.3-1 in SA6 shows the architectural model for the RNAA which allows the resource owner to provide authorization to the API invocation.

CT3 has specified the APIs (e.g., CAPIF_Security API) based on the RNAA scenario and OAuth authorization code grant in 3GPP TS 29.222 [3].
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3GPP TR 23.700 [2] Figure 6.2.3-1: High level functional architecture for CAPIF supporting RNAA
RNAA Security Aspects:
SA1 has developed Stage 1 requirements for subscriber-aware northbound API access (3GPP TS 22.261 [1]), in clause 6.10.2. A detailed Stage 2 study FS_SNAAPP in (3GPP TR 23.700-92 [2]) followed, identifying key issues and solutions for SNA, allowing the CAPIF framework to support northbound API invocations requiring authorization from the resource owner. 

SA6 has developed stage 2 normative work for CAPIF (3GPP TS 23.222[4]), focusing on security enhancements specified in SNAAPP and supporting normative work in SA6 and CT3. SA6 studied to enhance CAPIF (3GPP TS 23.222[4]) to support the “SNAAPP” as the “RNAA”, which enables the authorization of API invokers when the APIs are invoked. Authorization by the resource owner is crucial for API invocations to access protected resources, with a need for dynamic and near real-time authorization. 
Based on SA1 requirements and SA6 normative work, SA3 has specified security procedures for RNAA (3GPP TR 33.884[5]). The SA3 objectives include enhancing CAPIF with resource owner awareness retaining existing mechanisms without resource owner awareness. 
In CT3, based on the normative stage 2 technical specifications of RNAA from SA6 and SA3, the RNAA scenario based on OAuth authorization code grant to CAPIF_Security API has been specified in TS 29.222[6].
RNAA Use cases:
3GPP has introduced various northbound APIs exposed to API invokers inside and outside the PLMN trust domain. For example, Service Capability Exposure Function (SCEF) and Network Exposure Function (NEF) expose the 3GPP network capabilities via APIs, and Service Enabler Architecture Layer (SEAL) APIs offer commonly used functionalities among different vertical applications.
The API invoker accesses the resources exposed by 3GPP northbound APIs and some of these resources may directly impact end user's service experience (e.g., modify QoS) or may handle end user specific information (e.g., obtain user location).
Up to Rel-17, if the API is invoked on behalf of the end user, the end user is not aware of the API invocation or does not have any control over which APIs can be executed on their behalf. RNAA aims to protect users against such unintended access to their resources via APIs.
An example use case of RNAA is QoS modification while consuming gaming services. Assume that an end user (also a subscriber of the MNO in this case) is playing a game provided by a game provider and the gaming experience of the end user has to be improved. In such a scenario, two potential use cases are elaborated below.
Use case 1: The application on the UE directly invokes the NEF API to modify the end user's QoS. The end user, acting as an API invoker and a resource owner, authorizes this API invocation with NEF.

Use case 2: The end user triggers the gaming server for enhanced gaming experience. Based on the trigger from gaming application on the end user's UE, the gaming server, which is acting as an API invoker, invokes the NEF API to modify the end user's QoS and the end user authorizes this API invocation with NEF.

In both use cases, the end user, acting as a resource owner, can control whether API invoker can change their QoS before the end user is potentially charged for the high-quality service.
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